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Abstract—This paper proposes a novel firmware
architecture and methodology able to drastically reduce power
consumption while offering Quality of Service (QoS) capabilities
to cyber-physical systems (CPS). By leveraging low-cost
Commercial Off-The-Shelf (COTS) embedded platforms such
as the ESP32, this work demonstrates a hybrid approach
combining ultra-low-power (ULP) coprocessing with event-
driven computation. Consequently, the presented techniques
effectively address challenges raised by resource-constrained
embedded systems utilized in complex CPS scenarios posing
tight performance, reliability targets and limited energy
resources. The proposed design is validated with a prototype
implementation that includes real-time sensing, wake-up
interrupts, and on-demand heavy computations, all
orchestrated under minimal power draw. Results indicate a
substantial reduction in power consumption, improved battery
life, and consistently high QoS.

Keywords—Power consumption; QoS; COTS embedded systems;
CPS; low-power design

L INTRODUCTION

Cyber-physical systems (CPS) have been extensively
deployed in energy-constrained domains such as agricultural
monitoring, industrial sensing, environmental data collection,
and wearable health devices [1]. In these scenarios, systems
often rely on battery or energy-harvesting sources, limiting the
total amount of energy available for sensing, processing, and
wireless communication [2]. Moreover, these deployments
typically demand robust real-time performance for tasks like
event detection, anomaly inference, or actuation triggers, all
while conserving as much energy as possible for extended
operational lifespans.

In this paper a novel paradigm for low-power CPS
firmware design is presented, implemented on an ESP32-S3
platform. By leveraging the built-in ULP (Ultra-Low-Power)
RISC-V co-processor exclusively for periodic sensor polling
and threshold detection during deep-sleep mode, our firmware
minimizes the active duration of the primary CPUs and the RF
transceiver, thereby substantially reducing the overall power
consumption of the microcontroller. Unlike conventional
heterogeneous processing implementations, our approach
disables the ULP co-processor when the main CPUs are
active, effectively reducing system runtime complexity while
still ensuring rapid responses to critical events. Upon detection
of a threshold-based event, the main CPUs are conditionally
activated, using FreeRTOS to orchestrate the execution of
communicationally intensive tasks such as Wi-Fi, MQTT data
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transfer, or computationally demanding scenarios such as
DSP-based analysis with minimal execution time, before
promptly returning to deep sleep state. Consequently, our
implementation extends the operational lifespan of battery-
powered CPS edge nodes without compromising system
performance, addressing key limitations in traditional DVFS
and heterogeneous, multicore techniques.

The rest of this work is organized as follows. Section II
presents the literature review. In Section III, we introduce the
proposed firmware architecture. Finally in Section IV we
evaluate our claims with an experimental setup and test runs
and make a brief discussion of the evaluation’s results.

II.  LITERATURE REVIEW

Existing power-saving methods for microcontrollers
utilize both hardware and software strategies. Hardware
techniques, such as Dynamic Voltage and Frequency Scaling
(DVES), adjust the CPU’s operating voltage and clock
frequency according to the workload. However, the potential
benefits of DVFS are becoming increasingly limited as
technology scales and operating voltages near the transistor
threshold [3]. The analysis in this study indicates that the total
energy consumption for a CPU-bound task with fixed cycles
Niycres » decreases as the CPU frequency increases. The
dynamic power is given by the following equation

Pdynamic = C *xV? x f

where C is the load capacitance, comprising the input gate
capacitances of subsequent logic gates that are driven, f the
CPU frequency and V is the fixed supply voltage.

With the task’s execution time defined as

T(f) — Nc;}cles

the total energy consumed becomes

E(f) = (Pstatic + Pdynamic) * T(f)
= PstaticeNeycles
B f

This mathematical formula shows a 1/f dependence
between the total energy consumed and the CPU frequency,
which is consistent with the experimental curve reported in
[4]. Consequently, although higher frequencies incur higher
dynamic power consumption, the shortened execution time
means that energy due to Pstatic, is drawn for a significantly

+C*V?x Ncycles
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shorter period. In other words, the reduction in static energy
consumption over the entire task’s execution time, more than
compensates for the increased dynamic energy, thereby
validating our proposed "race to sleep " architecture. Thus, for
most COTS microcontrollers where voltage scaling is not
available, DFS offers little benefit for CPU-bound tasks
except during idle periods where lowering the CPU frequency
could be beneficial; instead, enabling sleep modes and clock
gating emerges as the most effective power-saving strategy.
Sleep modes are particularly attractive because they reduce
static power consumption by shutting down non-critical
power domains. Clock gating techniques, which disable clock
signals to inactive circuitry, effectively reduce dynamic power
consumption [5] and are most often used in conjunction with
sleep modes on microcontrollers.

Another solution to balance performance and low
power consumption requirements is the use of heterogeneous
multicore computing architectures. It integrates high-
performance embedded systems with specialized ultra-low-
power co-processors to offload lightweight tasks from the
main CPU. As highlighted in [6], energy-efficient
heterogeneous multicore architectures for edge computing,
designs such as ARM’s “big. LITTLE” architecture combines
high-performance  “big” cores with energy-efficient
“LITTLE” cores to dynamically allocate workloads based on
performance needs, thereby reducing idle power consumption
and improving overall energy efficiency. However, these
systems rarely achieve sub-watt idle power, making them less
suitable for aggressively energy-sustainable, battery-powered
nodes [6][7]. Researchers have further demonstrated that
relegating simpler operations to a specialized low-power core
can significantly extend battery life or lower overall energy
costs. For example, Gomez et al. [8] utilize a “shadow” co-
processor with reduced design margins for continuous
offloading of tasks, achieving up to 20% energy savings in
dual-core microcontroller systems. Nevertheless, these
approaches do not underscore how event-driven wake-up
mechanisms can keep the main CPU dormant until critical
events occur.

Furthermore, considering a COTS CPS node as,
effectively, a composite embedded system it is important to
note that in many cases the most power-demanding module is
usually the wireless interfaces or even the integrated sensors
[9]. This observation is emphasized by the fact that SotA CPS
nodes may integrate multiple interfaces and sensors on the
same device. Studies have shown that the radio component
often dominates the total power consumption profile of an
edge node, primarily due to the high energy cost associated
with maintaining wireless connectivity. Conventional
solutions address this by placing the RF transceiver into sleep
mode when no data is being transmitted, typically using static
sleep modes. However, while deeper sleep states offer
minimal current draw, they incur significant wake-up energy
and delay penalties compared to lighter sleep modes [10]. In
our implementation, the proposed firmware minimizes RF
usage by keeping the main CPU in deep sleep until a
threshold-based event triggers a wake-up. This strategy
reduces unnecessary RF transceiver activations, thereby
decreasing overall power consumption and extending battery
life in low-power CPS nodes.

III. SYSTEM OVERVIEW & PROPOSED ARCHITECTURE

In this work, the Waveshare ESP32-S3 Mini
Development Board is used, featuring the ESP32-S3FH4R2

dual-core microcontroller (up to 240 MHz) with integrated
2.4 GHz Wi-Fi, Bluetooth 5, and an ultra-low-power RISC-
V co-processor in its RTC subsystem. This dual-core
platform provides an ideal environment to implement an
event-driven, low-power, firmware architecture based on a
heterogeneous multicore system. At cold boot, the main CPU
checks the wake-up cause; if not ULP-triggered, it loads a
precompiled ULP binary into RTC memory, configures the
RTC ADC for sensor monitoring, and sets the duty cycle of
the co-processor (e.g., 1000 ps). Once this setup phase is
complete, the system goes into a deep sleep state, effectively
powering down all the components of the MCU that are not
part of the RTC power domain (e.g., the main CPU, RAM,
RF etc.), while the co-processor monitors sensor activity. To
better visualize the working parts of the microcontroller in
deep sleep, Figure 1 is provided below.
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Figure 1. Internal Block Diagram of the ESP32-S3 [11]

During deep sleep, the ULP’s internal timer generates
wake-up signals for the co-processor based on the configured
duty cycle. Upon wake-up, the co-processor samples the ADC
channel and RTC IOs to detect a threshold exceedance or IO
state transitions. These events are considered critical, and a
wake-up signal will be issued by the co-processor to the main
processor. When the main CPU wakes from a ULP-triggered
event, three dedicated FreeRTOS tasks are spawned: one task
monitors the magnetic reed sensors in real time using
interrupts to ensure high-quality data acquisition; another task
reactivates the Wi-Fi subsystem and handles MQTT
communication to publish sensor data; and, if the ADC
channel value exceeds a predefined threshold, a critical task
pinned to the second core is spawned to execute
computationally intensive, time-sensitive work. Once these
tasks are complete and there are no further events pending, the
system resumes the operation of the ULP timer and re-enters
deep sleep. This cyclical operation, shown in Figure 2
minimizes energy consumption while ensuring that, during
active periods, sensor readings are managed with dedicated
processing to guarantee quality of service, and that execution
time is minimized through rapid transitions between sleep and
full-speed operation. In essence, the proposed firmware
architecture balances ultra-low-power consumption with on-
demand performance, ensuring rapid response to critical
sensor events while extending battery life, a key requirement
for low power cyber-physical systems.
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Figure 2. Flowchart of the proposed firmware architecture

IV. EVALUATION

A. Evaluation scenario

To evaluate our claims, we compared two firmware
approaches for the ESP32-S3: one that employs Deep Sleep
and another that is based on a custom Dynamic Frequency
Scaling (DFS) governor, developed for the purposes of this
paper. The Deep Sleep firmware minimizes static power
consumption by shutting down non-critical power domains
between tasks while the DFS firmware saves power by
lowering the CPU frequency during idle periods. This
evaluation approach was chosen because it represents the
only logical comparison within power-saving techniques for
COTS microcontrollers that do not support voltage scaling.
The firmware comparison was performed under a specific
workload during which three 1O events and one
computationally heavy task were handled by the MCU over a
two-minute timeframe and after those events the system was
left at an idle state for another minute. This scenario allowed
us to directly compare energy efficiency and responsiveness
between the two implementations.

B. Custom DFS Governor

The DFS firmware employs a custom governor designed
to dynamically scale the CPU frequency based on real-time
workload demands. Idle hooks are registered on both CPU
cores, accumulating idle tick counts that are periodically
analyzed by a monitoring task. The monitoring task compares
the idle tick count to the total FreeRTOS ticks over the
sampling interval and evaluates each core’s idle task
utilization. When the idle utilization exceeds a set threshold,

the CPU frequency is reduced to 80 MHz; when it falls below
that threshold, the frequency is restored to 240 MHz.

C. Evaluation Setup

The experimental setup used a Yocto-Amp ammeter
placed in series with a 5 Volt power supply, feeding the
ESP32-S3. Data acquisition from the ammeter takes place
every 1 second and information is sent by USB to a laptop.
Magnetic reed sensors were simulated by grounding or
ungrounding jumper wires connected to the IO ports, and a
potentiometer provided a variable analog input to the ADC.
A RPi3 acts as the MQTT-broker. Figure 3 shows this
configuration. Current samples were taken every second.

5V Power Supply

Figure 3. The evaluation setup



D. Evaluation Results

The experimental results revealed a significant difference
in overall power consumption between the two firmware
approaches. The Deep Sleep run resulted in an average
current draw of 7.94 mA, while the DFS run measured an
average of 42.52 mA. This clearly illustrates a reduction of
approximately 81.3% in current draw in favor of our
proposed firmware. The overall power consumption
reduction is expected to be even higher for longer idle states
that occur in real life power constrained CPS scenarios. For
example, in a smart greenhouse scenario, environmental
sensors (e.g., temperature, humidity) typically sample data
only every few minutes, leaving the system including any
potential actuators, idle for most of its operational time.
These findings imply that a system with our proposed
architecture could extend battery life by roughly 5.4 times
compared to one running the DFS firmware. Figure 4 presents
the power consumption comparison graph, with the Deep
Sleep curve depicted in blue and the DFS firmware curve in
gray. Figure 4 shows the experimental current draw curves
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Figure 4. Power consumption comparison between the deep sleep and DFS
firmware

E. Discussion

The test results show that Deep Sleep significantly
reduces the overall power consumption compared to DFS
firmware. However, the graph also shows small, high-
amplitude spikes when the microcontroller wakes from deep
sleep. These spikes occur because the device attempts to re-
establish the Wi-Fi connection, and this is typical since the
re-initialization of wireless connections requires a
considerable amount of power. Although these temporary
increases provide a high one-time burst of power usage, they
barely affect the overall average, which remains significantly
lower than that of the DFS firmware. In contrast, the DFS
firmware consumes much more power because more
subsystems are kept active, but for the same reasons, it
produces very low latency. This trade-off between low power
consumption and low latency highlights the importance of
choosing the right firmware architecture based on the
application’s requirements. For devices with long idle times
where battery life is crucial, Deep Sleep is clearly more
advantageous, even with the minimal wake-up overhead and
increased latency whereas for applications that require
constant connectivity and immediate responsiveness, the

DFS firmware might be more appropriate despite its higher
baseline power usage.

V. CONCLUSIONS

This study addresses the challenge of reducing power
consumption in low-power cyber-physical systems without
sacrificing Quality of Service, by proposing a novel firmware
architecture. A prototype on a low-cost ESP32-S3 platform
demonstrated the firmware’s "race to sleep" strategy: the main
CPU runs at maximum frequency to quickly complete tasks
before returning to deep sleep, while an ultra-low-power co-
processor polls sensors during sleep and triggers wakeups
only for heavy computations, whilst employing a real-time
operating system. This “race to sleep” technique resulted in an
81.3% reduction in average current draw compared to DFS
firmware, potentially extending battery life by more than 5.4
times in energy constrained CPS scenarios, while still
supporting real-time sensing and on-demand intensive
computations. Future work will focus on optimizations of
wake-up latencies and exploring additional techniques like
voltage scaling, to further increase power efficiency.
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