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SECTION 1 — INTRODUCTION

Who I am and why I'm here

~2 years specializing in SCADA/ICS security at Power Factors —

securing Linux-based SCADA/EMS systems for the renewable energy 
sector
Before that: IT security background — network security, incident 

response, threat detection
LPI Approved Linux Instructor at SCP Academy — teaching Linux 
administration and infrastructure to working professionals

Core team member at Cybersecurity Challenge Greece (CSCGR)
Academic: MSc Networks & IoT Systems, CNAM Paris (ongoing)  ·  MSc 
Cybersecurity, CMU California

"
When I looked at smart city 
infrastructure for this talk, I recognized 
the architecture, the threat model, and 
the failure modes immediately.

The ICS/OT world has been dealing with 
this problem for years.

ICS/OT → Smart Cities



SECTION 1 — INTRODUCTION

What we will cover today

REFRAME
Why smart cities are not IT systems — and why that changes everything 5 min

ARCHITECTURE
Anatomy of a smart city IoT stack — building the mental model 15 min

THREATS
Mirai, urban critical system attacks, Colonial Pipeline 20 min

DEFENSE
Passive & active defense, NIS2, IEC 62443 20 min

Q&A
Open discussion 10–15 min



SECTION 2 — THE REFRAME

IT breach vs OT breach
A fundamental difference in what security actually means

I T  S E C U R I T Y

Breach outcome:
Data loss, service disruption, financial damage, 
reputational harm

Key metric:
CIA triad — Confidentiality, Integrity, Availability

Consequence:
Serious. Recoverable.

O T  /  C Y B E R - P H Y S I C A L  S E C U R I T Y

Breach outcome:
Physical process manipulation — valves, pumps, 
power, signals

Key metric:
CIA + Safety + Physical consequence severity

Consequence:

People can be hurt or killed.



SECTION 2 — THE REFRAME

Smart cities are cyber-physical systems
The digital layer directly governs physical reality. This is not a metaphor — it is an engineering fact.

TRAFFIC SIGNAL COMPROMISED

Not a 'service outage.'
Vehicles collide. People die.

WATER TREATMENT TAMPERED

Not a 'data breach.'
Chemical levels spike. Citizens poisoned.

CONNECTED VEHICLE FLEET

Not 'account takeover.'
People on roads are at direct physical risk.

EMERGENCY RESPONSE NETWORK

Not 'dropped packets.'
Ambulances delayed. Outcomes worsen.

This is exactly the threat model the ICS/OT security community has worked with for years. Smart cities have arrived at the same 
place — at urban scale, with millions of endpoints, without the decades of operational security culture that industrial 
environments have built.



SECTION 3 — ARCHITECTURE

Anatomy of a smart city IoT stack

DASHBOARD / CLOUD LAYER

Municipal platforms, digital twins, decision-support systems. High-value targets —

compromise here affects physical infrastructure decisions.

PROCESSING LAYER

Gateways, edge compute, fog nodes. Often Linux-based industrial mini-PCs. Frequently 

overlooked from a security perspective.

COMMUNICATION LAYER

LoRaWAN, 4G/5G, Zigbee, MQTT. Protocol choice has direct security consequences —

not just bandwidth or range tradeoffs.

EDGE LAYER

Sensors, cameras, traffic nodes, environmental monitors. Thousands of physical 

devices in publicly accessible locations.

THE ICS/OT PARALLEL

Industrial control systems have used a 
layered architecture (the Purdue 
Reference Model) for decades.

Smart cities are the same structure —
deployed across an entire city rather 
than a factory floor, with the same 
coupling between digital control and 
physical consequence.

ATTACK SURFACE EXISTS

at every layer — and no single 
organization has end-to-end visibility 
across all of them. This is the multi-
owner security problem.



SECTION 3 — ARCHITECTURE

Protocol choices are security choices

The communication layer is where architects make decisions with security consequences they often do not fully account for.

MQTT  ·  Message Queuing Telemetry Transport

Lightweight pub/subscribe protocol. A broker sits in the middle; 

devices publish to topics, others subscribe. Extremely common in 
city dashboards and sensor networks.

Risk: No auth or encryption by default. TLS optional — often 

disabled. Unauthenticated clients can read every sensor on the 
network.

LoRaWAN  ·  Long Range Wide Area Network

Low-power, long-range radio (up to 15km). Ideal for battery-

operated sensors sending small payloads — parking, bins, 
environmental nodes.

Risk: Join keys often hardcoded in firmware. Replay attacks 

possible without frame counter management. Physical device 
access exposes network credentials.

Zigbee  ·  IEEE 802.15.4 mesh networking

Short-range (10–100m), low-power mesh. Devices relay traffic to 

extend coverage. Used in smart lighting, building management, 
dense urban sensor grids.

Risk: Touchlink commissioning can be triggered by an attacker in 

radio range. Key exchange weaknesses in older implementations. 
Compromised mesh node can observe or inject neighbour traffic.

4G / 5G  ·  Cellular connectivity

Stronger baseline security — mutual authentication built into the 

standard. Used for critical nodes (traffic signals, emergency 
systems) where reliability matters most.

Risk: Radio link is well protected. Application layer is still developer 

responsibility. IMSI catchers can intercept in targeted attacks. 
SIM/roaming vulnerabilities exist at carrier level.



SECTION 4 — THREAT LANDSCAPE

The multi-owner problem

Device

Vendor

?
Telecom

Operator

?
Systems

Integrator

?
City IT

Dept

?
Cloud

Provider

When something goes wrong — who owns the breach?

• No single organisation has end-to-end visibility across all layers

• Security requirements are rarely written into procurement contracts at the device level

• Long device lifetimes — 10 to 15 years in the field — mean vulnerabilities persist for years after discovery

• NIS2 is beginning to force clarity on accountability — but implementation is still uneven across member states



SECTION 4 — THREAT LANDSCAPE

Case 1: Mirai — mass IoT compromise

2016. A botnet of ~600,000 compromised IoT devices launched 
the largest DDoS attack ever recorded, taking down Dyn DNS —
making Twitter, Reddit and Netflix unreachable for hours.

How it worked: Mirai scanned for IoT devices with default Telnet 
credentials. No exploits required — just factory passwords 
nobody had changed.

Why it matters for smart cities: City-scale IoT shares every 
structural vulnerability Mirai exploited: identical default configs, 
no patching culture, no central monitoring. A city of 100,000 
nodes is a ready-made botnet.

FINDING EXPOSED DEVICES — GOOGLE DORKS

inurl:"/view/index.shtml"   ← Axis cameras, no auth

intitle:"webcamXP" inurl:":8080"   ← open streams

inurl:"/mjpg/video.mjpg"   ← raw MJPEG feeds

inurl:"MultiCameraFrame?Mode="   ← live city cams

These return live camera feeds from traffic intersections, 

parking lots, and public spaces — with zero credentials 
required. Mirai automated exactly this at scale.

600,000 compromised devices  ·  1.2 Tbps peak DDoS



SECTION 4 — THREAT LANDSCAPE

Case 2: Targeting urban critical systems

OLDSMAR WATER TREATMENT, FLORIDA — 2021

Attacker gained remote access via TeamViewer and raised sodium 
hydroxide to 111× the safe limit. An operator noticed the cursor moving 
and reversed it manually. Physical harm was minutes away. Designed for 
convenience — not security.

TRAFFIC SIGNAL RESEARCH — UNIVERSITY OF MICHIGAN

Researchers demonstrated unauthenticated access to traffic signal 
controllers over unencrypted wireless links. No special equipment 
required. Controllers were internet-accessible with default credentials.

FINDING THEM — SHODAN

port:1883   ← open MQTT brokers

"Server: gSOAP" port:80   ← industrial web svc

title:"SCADA" http.title:"login"   ← SCADA panels

product:"Modbus"   ← Modbus on internet

Modbus has no authentication by design

Finding it on Shodan means direct read/write 
access to field devices — no credentials, no 
exploit, no skill required.



SECTION 4 — THREAT LANDSCAPE

Case 3: Colonial Pipeline — the IT/OT coupling lesson

May 2021 · Ransomware on the IT side forced the largest US fuel pipeline offline for six days

1

Compromised VPN

DarkSide ransomware 

enters via leaked 
credentials — no MFA 
enabled

2

IT systems encrypted

Ransomware spreads 

across billing, corporate, 
and business systems

3

OT shutdown decision

Not because OT was 

hacked — because they 
couldn't verify it wasn't

4

6 days offline

$4.4M ransom paid · East 

Coast fuel shortages · 
National emergency 
declared

The real lesson — not 'ransomware is bad':

When IT and OT are operationally coupled, a breach in the IT layer forces physical consequences in the OT layer —
even if OT was never touched. The pipeline shut down because of uncertainty. Smart cities have this exact same 
coupling.



SECTION 5 — DEFENSE

Passive vs active defense

Most smart city deployments have neither. Let's be precise about what both mean in this context.

PASSIVE DEFENSE

Making yourself harder to attack and easier to 
monitor. Reducing attack surface — without 
touching production systems.

Segmentation  ·  Hardening  ·  Asset inventory  ·  
Encrypted comms  ·  Passive network monitoring

AC TIVE DEFENSE

Detecting, responding, and recovering when 
something gets through. Actively hunting anomalies 
and acting on them.

Anomaly detection  ·  Incident response  ·  Secure 
OTA updates  ·  Threat intel sharing

The ICS/OT principle that transfers directly:

In OT environments we always start with passive monitoring — no active scanning, no probing. You cannot risk disrupting a 
physical process to run a vulnerability scan. A traffic signal controller that drops packets during a scan is a safety event. Smart 
city infrastructure has exactly the same constraint.



SECTION 5 — DEFENSE

Passive defense in practice

Network segmentation: Zone and conduit model from IEC 62443 applied to city IoT. Traffic between zones must 

be explicitly authorised. A sensor network should never reach administrative interfaces directly.
Device hardening: No default credentials, minimal services, firmware signing, certificate-based auth. Must be 
enforced at procurement — retrofitting hardening to 50,000 deployed devices is operationally impossible.

Asset inventory: You cannot defend what you do not know exists. Cities routinely discover devices on their 
networks they did not know they had. Complete, maintained inventory is a security prerequisite.
Encrypted communications: TLS on MQTT, proper join key management for LoRaWAN, certificate lifecycle at 

scale. The hard part is key rotation across thousands of deployed devices.
Passive network monitoring: Traffic mirroring and protocol-aware analysis. Detect anomalies without probing. 
Tools like Zeek or Suricata adapted for IoT protocol visibility — the IDS equivalent for OT/IoT.



SECTION 5 — DEFENSE

Active defense in practice

Behavioral anomaly detection: Baseline normal traffic per device class, alert on deviations. A temperature sensor 

that starts sending HTTP requests to an external IP is not behaving normally. Volume, destination, protocol and 
timing all form a behavioral fingerprint.
Incident response at city scale: Who calls whom? What gets isolated first? How do you take a traffic node offline 

without creating a physical hazard? IR plans for cyber-physical systems must account for the physical 
consequences of the response itself.
Secure OTA (over-the-air) updates: Patching thousands of deployed nodes is an architectural problem, not a 

manual task. Signed firmware, staged rollouts, rollback capability. Without this, a city-scale Mirai is one firmware 
vulnerability away.
Threat intelligence sharing: An attack on one city's water system is a warning for every other city running the 

same hardware. Municipalities should share indicators of compromise through national CERTs or sector -specific 
ISACs.



SECTION 5 — DEFENSE

The regulatory backbone

NIS2 Directive ·  EU — in force October 2024

Smart city infrastructure increasingly qualifies as essential or important entities. Mandatory incident reporting (24h initia l 
notification), supply chain security requirements, management-level accountability. Municipalities and their vendors are both 
in scope.

IEC 62443 ·  Industrial Automation & Control Systems Security

Applies directly to smart city OT nodes. Security Levels 1–4 let you match protection to consequence severity. The zone and 
conduit model provides the segmentation architecture we discussed. The standard the ICS/OT world lives by.

GDPR / Privacy by Design ·  EU — ongoing, cross-cutting

City IoT collects personal data: cameras, movement, behavioural patterns. Privacy by design is a legally distinct parallel 
requirement from security — data minimisation, purpose limitation, and retention policies must be built in, not bolted on.

These frameworks define the outcomes you are legally required to achieve. The how is the engineering challenge — and it requires
exactly the OT security thinking we have discussed today.



Key takeaways
What every engineer building connected city infrastructure should carry from this talk

Smart cities are cyber-physical systems. A breach causes physical events — design accordingly from day one.

The ICS/OT threat model applies. Consequence-driven security, not just CIA. Ask: what happens physically if 

this fails?

Protocol and architecture choices are security choices — made at design time, with consequences felt years 

later.

Passive first. You cannot probe production cyber-physical systems. Build monitoring into the architecture from 

the start.

Regulation is coming. NIS2 is not optional. IEC 62443 is not an enforced legislation, but it is becoming a key 

requirement. Knowing them before you enter the field gives you a head start.



Questions?
10–15 minutes  ·  No question is too basic
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